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(54) ENCRYPTION DEVICE 
(57)Abstract: 

PROBLEM TO BE SOLVED: To allow a device to send/receive 
a confidential document without making notice of transmission 
of a confidential document in advance and to reduce the 
communication cost by compressing data while keeping 
secrecy of contents through encryption. 
SOLUTION: An encryption device 1 is provided between a 
transmitter side communication terminal 3 and a 
communication network 5 and an encryption device 2 is 
provided between a receiver side communication terminal 4 
and the communication network 5. A document and a password 
entered from the communication terminal 3 at the transmitter 
side are compressed and the compressed document and 
password are sent to the receiver side via the communication 
network 5, the receiver side decompresses the compressed 
document and password received via the communication 
network 5 and outputs the result to the communication 
terminal 4 at the receiver side. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] Encryption equipment characterized by it being prepared between the communication terminal of 
a transmitting side, and a communication network, and between the communication terminal of a receiving 
side, and a communication network, compressing the document and the password which were entered from 
said communication terminal in the transmitting side, transmitting said compressed document and 
compressed password to a receiving side through said communication network, thawing said document and 
password which were received through said communication network in the receiving side, and which were 
compressed, and making it output to the communication terminal of said receiving side. 
[Claim 2] Encryption equipment according to claim 1 characterized by enciphering said compressed 
document and compressed password in a transmitting side, decoding said document and password which 
were compressed and enciphered by the receiving side, and making it output to the communication terminal 
of a receiving side. 

[Claim 3] Encryption equipment according to claim 2 characterized by thawing and decoding said 
document which was received through said communication network, and which was compressed and 
enciphered in a receiving side, and making it output the specific region of said document thawed and 
decoded, and said document which was received through said communication network, and which was 
compressed and enciphered to said communication terminal of a receiving side. 
[Claim 4] Encryption equipment according to claim 3 characterized by making it output said document 
thawed and decoded with the password entered into said communication terminal of a receiving side in a 
receiving side when said document and password which were compressed and enciphered are received. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] It connects between communication terminals, such as facsimile apparatus, and the 
telephone line, and this invention relates to the encryption equipment which enables transmission and 
reception of a confidential document. 
[0002] 

[Description of the Prior Art] Drawing 3 explains the transceiver approach of the confidential document 
using the conventional facsimile apparatus. In drawing 3 , since the transceiver approach (for example, how 
to decide a password) of a confidential document changes with each manufacturers of facsimile apparatus 
in order to transmit and receive a confidential document, the facsimile apparatus 31 and 32 of the same 
manufacturer having the confidential function of the same approach have been formed in the transmitting 
side and the receiving side. Moreover, both the facsimile apparatus 31 and 32 are connected to the dial-up 
line 33. Here, when a confidential document is received, the check lamp which tells the reception is formed 
in the facsimile apparatus 31 and 32 with the confidential function connected to the transmitting side and 
the receiving side. 

[0003] And the password is beforehand decided between a transmitting person and a recipient's both sides, 
and when transmitting a confidential document, a transmitting person starts transmission of a confidential 
document, after he notifies a recipient of the purport which transmits a confidential document by telephone 
contact etc. In that case, a transmitting person inputs the telephone number, password, and confidential 
document of the phase hand who transmits into the facsimile apparatus 31 of a transmitting side first. Then, 
facsimile apparatus 3 1 compresses a confidential document among the entered password and a confidential 
document (for example, MH method and MR method). And the password and the compressed confidential 
document inputted with the facsimile apparatus 3 1 of a transmitting side are transmitted to the facsimile 
apparatus 32 of a receiving side through a dial-up line 33. On the other hand, the facsimile apparatus 32 of 
the receiving side which received the confidential document judges that the transmitted document is a 
confidential document, and makes a check lamp turn on by receiving a password first. In this phase, the 
printout is not carried out for the confidential document. And a recipient checks lighting of a check lamp 
and enters a password into the facsimile apparatus 32 of a receiving side. If this password and the password 
entered with the facsimile apparatus 3 1 of a transmitting side are in agreement, facsimile apparatus 32 will 
thaw the compressed confidential document, and will output a confidential document. 
[0004] 

[Problem(s) to be Solved by the Invention] By the way, although the recipient was able to check whether 
the received document was a confidential document since the check lamp which tells reception of a 
confidential document was formed, there was no means of 32 facsimile apparatus with a confidential 
function of a receiving side to check whether it is the confidential document with which the confidential 
document was addressed and sent to whom of a receiving side. Therefore, since the transmitting person had 
transmitted the confidential document after telling the recipient of the other party transmitting a 
confidential document by the telephone, facsimile, etc. beforehand, only the part which tells transmitting a 
confidential document required communication link cost, and he was also waste of energy, moreover, the 
received confidential document - whom — since it was not able to check whether it was the confidential 
document sent to addressing, derangement had been produced when there were other recipients who will 



http://ww4.ipdl.ncipi.gojp/cgi-bin/tran_.web_.cgi_ejje 



1/26/2005 



Page 2 of 5 



prepare it if I will receive a confidential document to the other party from a different partner. Furthermore, 
since the data to transmit became large when a lot of documents were transmitted, the communication link 
took time amount and communication link cost had started. Moreover, since the confidential document was 
sent using the telephone line etc., with the condition of having compressed, there was a danger that the 
contents of the confidential document would be stolen by the third person. 

[0005] This invention solves these problems, and it is compressing further the data compressed with 
facsimile apparatus, and the purpose shortens communication link time amount, and is to press down 
traffic. Moreover, the purpose of this invention is by making it a confidential document reach a recipient, 
holding the secret of the contents by enciphering a confidential document, and putting in the password with 
which the recipient was decided in that case, to enable it to make a confidential document output, without 
notifying the purport to which a transmitting person sends a confidential document beforehand. 
[0006] 

[Means for Solving the Problem] In order to solve the above-mentioned problem, the encryption equipment 
of this invention It is prepared between the communication terminal of a transmitting side, and a 
communication network, and between the communication terminal of a receiving side, and a 
communication network. The document and password which were entered from the communication 
terminal were compressed, and the document and password which were compressed were transmitted to the 
receiving side through the communication network, and the document and password which were received 
through the communication network and which were compressed are thawed, and it was made to output to 
the communication terminal of a receiving side at a receiving side in a transmitting side. 
[0007] Moreover, the encryption equipment of this invention decodes the document which enciphered the 
compressed document and the compressed password, and was compressed and enciphered by the receiving 
side, and it was made to output it to the communication terminal of a receiving side in a transmitting side. 
[0008] Moreover, it was made for the encryption equipment of this invention to output the specific region 
of the document which thawed and decoded, and was thawed and decoded in the document which was 
received through the communication network, and which was compressed and enciphered, and the 
document which was received through the communication network and which was compressed and 
enciphered to the communication terminal of a receiving side in a receiving side. 

[0009] Moreover, when the document and password which were compressed and enciphered were received, 
it was made for the encryption equipment of this invention to output the document decoded as boil the 
password entered into the communication terminal of a receiving side in a receiving side. 
[0010] 

[Embodiment of the Invention] The outline of the transceiver approach of the confidential document using 
the encryption equipment of this invention is explained according to drawing 1 . In drawing 1 , both the 
encryption equipments 1 and 2 of this invention are equipped with the same configuration and the same 
function, it is used for a transmitting side and a receiving side, the facsimile apparatus 3 which is the 
communication terminal of a transmitting side is connected to the encryption equipment 1 of a transmitting 
side, and, on the other hand, the facsimile apparatus 4 which is the communication terminal of a receiving 
side is connected to the encryption equipment 2 of a receiving side. And the encryption equipment 1 of a 
transmitting side and the encryption equipment 2 of a receiving side are connected to the dial-up line 5 
which is a communication network, it is compressed and enciphered with the encryption equipment 1 of a 
transmitting side, and the confidential document inputted into the facsimile apparatus 3 of a transmitting 
side is sent out to a dial-up line 5. On the other hand, with encryption equipment 2, the confidential 
document (condition enciphered and compressed) inputted through the dial-up line 5 is thawed and 
decoded, and is outputted to the facsimile apparatus 4 of a receiving side. 

[001 1] Next, dr awin g 2 explains the encryption equipments 1 and 2 of this invention. Here, both sides have 
the transmitting section 6 and a receive section 7, and the encryption equipments 1 and 2 shown in drawing 
1 are constituted so that the confidential document of each other can be transmitted and received. In 
addition, dra win g 2 shows only the receive section 7 of the encryption equipment 2 of the receiving side of 
d raw ing 1 only for the transmitting section 6 of the encryption equipment 1 of the transmitting side of 
drawing 1 again. First, the transmitting section 6 of encryption equipment 1 consists of the reception- 
control section 8, the memory section 9, the password Management Department 10, the cipher-processing 
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section 11, and the transmitting-side communications control section 12. Moreover, the receive section 7 of 
encryption equipment 2 consists of the receiving-side communications control section 13, the memory 
section 14, the decode processing section 15, the password Management Department 16, and the 
transmit/receive control section 17. In addition, the encryption equipments 1 and 2 have the transceiver 
function of the usual document, and the transceiver function of a confidential document, and have further 
the circuit changing switch (not shown) which changes both functions. And it changes to one of functional 
conditions with a circuit changing switch. Moreover, a function is changed from the facsimile apparatus 
connected also by the approach of inputting an instruction of a functional change without changing the 
function by the circuit changing switch. Here, when usually using it, a circuit changing switch is changed, 
it is set as the function with much operating frequency, and changes with a circuit changing switch if 
needed, or an instruction of a functional change is inputted from facsimile apparatus, and a function is 
changed. 

[0012] Next, the transmitting approach of a confidential document is explained. Here, the password is 
beforehand decided between the transmitting person and the recipient, and a transmitting person indicates 
the information (henceforth transmitting person information) which specifies a recipient's address and 
transmitting person as the specific region (for example, part of 8cm of upper parts of the first page) of a 
confidential document. And the password which decided encryption equipment 1 beforehand to be an 
instruction of the change for making it operate by the confidential function, a phase hand's telephone 
number, and a confidential document are inputted into the facsimile apparatus 3 of a transmitting side. 
Then, facsimile apparatus 3 compresses a confidential document among the inputted information. (For 
example, MH method and MR method.) And the compressed confidential document is hereafter called 
confidential data, the facsimile apparatus 3 of a transmitting side transmits the password which decided the 
encryption equipment 1 of a transmitting side beforehand to be the instruction for making it operate by the 
confidential fiinction, a phase hand's telephone number, and confidential data to the encryption equipment 1 
of a transmitting side. Here, encryption equipment 1 serves as confidential functional actuation, and will be 
in the condition of transmitting a confidential document. And encryption equipment 1 reads the 
confidential data and the password which were received from facsimile apparatus 3 in the reception-control 
section 8 of the transmitting section 6, and sends them to the memory section 9. 
[001 3] Next, a password is changed into the instruction for making the encryption equipment 2 of a 
receiving side process the transmitted document by the confidential function by the password Management 
Department 10 among the confidential data and the passwords which were sent in the memory section 9 
(henceforth header-ization). Next, confidential data and the header-ized password are enciphered and 
compressed by the cipher-processing section 1 1 (the confidential data enciphered and compressed and the 
header-ized password are hereafter put in block, and it is called transmit data). And transmit data is 
transmitted to the encryption equipment 2 of a receiving side by the transmitting-side communications 
control section 12 through a dial-up line 5. Thus, since the document compressed with facsimile apparatus 
3 was compressed further and it has transmitted, a lot of documents can be transmitted in a short time. 
Moreover, since the contents cannot be known even if a confidential document is stolen by the third person 
in the middle of transmission, since the document was enciphered and it has transmitted with encryption 
equipment 1, the nondisclosure of the contents of a document which transmits is made possible. 
[0014] Next, the reception approach of a confidential document is explained. First, the transmit data 
transmitted through the dial-up line 5 is read in the receiving-side communications control section 13 of the 
encryption equipment 2 of a receiving side, and is sent to the memory section 14. And the transmit data 
sent to the memory section 14 is returned to confidential data before being thawed, and decoded and 
transmitted by the decode processing section 15, and the header-ized password, and is again sent to the 
memory section 14. Here, in the memory section 14, the transmit data in the condition of having been 
transmitted from the encryption equipment 1 of a transmitting side (what compressed and enciphered 
confidential data and the header-ized password), the password in the condition of having been decoded and 
thawed, and confidential data are saved. Next, as for the header-ized password which was saved in the 
memory section 14, a password is read by the password Management Department 16. 
[0015] And the transmit data (what compressed and enciphered confidential data and the header-ized 
password) saved in the memory section 14, and the transmitting person information on the confidential 
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document thawed and decoded are transmitted to the facsimile apparatus 4 of a receiving side by the 
transmit/receive control section 17. And as for the transmitting person information and the transmit data 
which were transmitted from the transmit/receive control section 17, the first printout is made by the 
facsimile apparatus 4 of a receiving side. Here, since the transmit data printed with transmitting person 
information is transmit data in the condition that the encryption equipment 2 of a receiving side received 
(what compressed and enciphered confidential data and the header-ized password), the first printout is 
made while the confidential document had been enciphered. 

[0016] In addition, if this is all printed when the transmit data in the condition that the encryption 
equipment 2 of a receiving side received (what compressed and enciphered confidential data and the 
header-ized password) is extensive, a facsimile form will be used vainly. Then, it enables it to check that 
the document received in the transmit data in the condition that the encryption equipment 2 of a receiving 
side received transmitted to the facsimile apparatus 4 of a receiving side from the encryption equipment 2 
of a receiving side because some transmit data (for example, 2cm) print transmitting person information 
under the printed part is a confidential document. In addition, it has set up beforehand so that it may print 
on the space with same transmitting person information and transmit data in the condition of having 
received. Therefore, a recipient can check a transmitting person and the destination by one transmission by 
filling in the information which specifies a recipient's address and transmitting person as the specific region 
of a confidential document. Furthermore, since it is outputted in the condition [ that some transmit data are 
enciphered ], even if a third person sees, a transmitting person can transmit a confidential document, 
holding the secret of the contents, and a recipient can check easily that the received document is a 
confidential document. 

[0017] Next, the second printout approach which outputs all the received confidential documents is 
explained. First, the transmit data and the decoded confidential document are saved in the memory section 
14 in the receive section 7 of encryption equipment 2. Here, a recipient enters into the facsimile apparatus 4 
of a receiving side the password decided beforehand. Then, the transmit/receive control section 17 reads the 
password entered into facsimile apparatus 4, and transmits to the memory section 14. And the password 
Management Department 10 collates whether the password in the condition of having been decoded and 
thawed saved in the memory section 14, and the password entered into the facsimile apparatus 4 of a 
receiving side are in agreement. Here, if the password in the condition of having been decoded and thawed, 
and the password entered into the facsimile apparatus 4 of a receiving side are in agreement and it will be 
checked by the password Management Department 10, the transmit/receive control section 17 will transmit 
the confidential document which was saved in the memory section 14 and which was decoded and thawed 
to the facsimile apparatus 4 of a receiving side. And as for the confidential document decoded and thawed, 
the second printout is made by the facsimile apparatus 4 of a receiving side. Thus, only the recipient is 
being able to carry out the printout of the confidential document by enabling it to carry out the printout of 
the confidential document in entering the password which the recipient decided beforehand. 
[0018] 

[Effect of the Invention] As mentioned above, the encryption equipment of this invention is formed 
between the communication terminal of a transmitting side, and a communication network, and between 
the communication terminal of a receiving side, and a communication network. Compress the document 
and password which were entered from the communication terminal in the transmitting side, and the 
document and password which were compressed are transmitted to a receiving side through a 
communication network. The document and password which were received through the communication 
network in the receiving side and which were compressed are thawed, and by having made it output to the 
communication terminal of a receiving side, since communication link time amount is shortened in order to 
compress further the document compressed with facsimile apparatus, traffic is reducible. 
[0019] moreover, the thing the encryption equipment of this invention enciphers the document and 
password which were compressed in the transmitting side, compresses them by the receiving side, decode 
the enciphered document, and it was made output to the communication terminal of a receiving side - it is 
- transmission on the way it comes out and a confidential document is stolen for a third person also 
having - since the confidential document is enciphered and the contents cannot be known, the 
nondisclosure of the contents of a document which transmits is made possible. 
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[0020] Moreover, the specific region of the document with which it thawed and decoded, and the 
encryption equipment of this invention was thawed and decoded in the receiving side in the document 
which was received through the communication network, and which was compressed and enciphered, The 
document which was received through the communication network and which was compressed and 
enciphered by having made it output to the communication terminal of a receiving side For example, a 
confidential document can be transmitted and received by indicating the information which a recipients 
address and a transmitting person specify to a specific region, without notifying the purport which sends a 
confidential document beforehand. 

[0021] Moreover, when the document and password which were compressed and enciphered in the 
receiving side are received, the encryption equipment of this invention is having made it output the 
decoded document with the password entered into the communication terminal of a receiving side, and 
makes it possible to carry out the printout of the confidential document with which only the recipient who 
knows the password was thawed and decoded. 



[Translation done.] 
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X^y^tC«J:£«tg©WU1f>L£Lfc^T\ SSWStiT 50 



1 1 -2 6 1 7 8 8 
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v 7 r 9 ^ 5 «j «Bfr e>«tg*?j »; «*.©** & a^jt 

[0 0 12] 8W:fc«©aHB#iSKov*TBW!-* 

- K&ftftTfcS, *3HB#tt. 3S^:fcS©4$j£1!B« (09 
«DC!)'C-S?OJJ8cni«)»») (C £3lA© 

m^immi «wMiweT?i^s*sfc»©«y* 

SiSllfcSh £A7rf 6. "tfifc, 77i?i/ 

SIB l fe«BW6T?IM^a-&6fc«>«>*^i:< » e>* s t 
^il^-&„ *LT, Bif^{bi^B 1 li. 7T^2/§UIS 

[0013] ^^uwartKiSbnfeWH^-* 
gpioiCctoT. mmi,iztt*fflMiFe9mmm 

■9fla6B2K:«0ia-e«»fe«)©**JcSaft 

fbi:^e>) $4xs„ r^ic, ^JH-r-^ii^^^-^b 
S4xfc^^-Kfcti. Bf^fflSlgpi 1JCJ:oT, W» 

-ftaofEEnan* (j^t, ©^b^ffiffisnfe^JiiT 1 

gpi 2ic«fc-o t^*«IS[hH« 5 bx, ^itfyrouf^ 
^btKB2lC3aS(BSti6. z^cfc-itc, 7t^S/5'JS6B 

[0 0 14] ftl^ 8W5C«©5S«*j5S»c-3^TSlW1- 
* ti. afS«©nfiF^fciS« 2 ©S:fI{R0a{f f'JPSP l 3 T- 
§01 4^e>4xfeiHfg7 : -*^S^Ig|51 5lCj;oT 
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4#H8¥ 1 1 -2 6 1 7 8 8 



=b©) /g^tfP&3nfe^©Ax9-K^ ft 
jHx-*ii3W!i!#anTv^. *ic, **y»i4tc« 

[00 15] *l/t, ^=EUWl4WKl«fiPSnfeiSm 
W©7r*5'SyaeB4(Cjl«S*l*. fit. igS® 

©£Hf-r-# * £ 'vy ^-l b S ftfe Ax 9 - 

KfcfcfflftftlWWbLfc*©) fc©T?, £US:£*te0i 

[0 0 16] fcfc. 58«fll«)«Wb3ai«2*«5WtLfe* 
JK©an§-r- * mm."r- *HbS ftfe^* v 

Sffifll© 7r?'>$V $£■ 4 ICi^a H5> SWUM©* 

-JHbsas 2 tf^mist-vmommy-'- * mmtm 

fefflMbfeaPd-CDTtc. i£ffi-r-*©-BP («»JAtf2c 
m) ^WJ-TSJ;^^ SdiiT', 5WBSftfcSC«tf 

C«iiLh(cffll-r*J:5»c»&*»c«)»teLT*s. tt 
«£1-&«*MBAl/ra3<£i:T?, glfcAli. -El© 

a e» hHIt 1 - * ©-aww^ba nfe * * ©^tft&T- 

4f#lil^©^£M#LooglJi;£§£&{I1-S ' i: 

[0017] mz. ftmi^tdgmscmtr±xmtrt^m 

i£S 2 ©SfSSP 7 W©*=E y W l 4 ftictt. iSfgf 1 - *■ 
A*\ 5WB AW©? r * i> S U icfc e>*» C«>»«>fc 

^r7-K%A*-rs. asfiflwowwi 71*. 

y. ^^ygpi 4^3Hfii--5o *ut, -kxs-kws 
» 1 .0 n, * * y an 1 4 tc«#a nfe, mwmfm&z 

ttfcWJK©^*?- K£5MW©-77*S/S y««4 k so 



ZLZLT*, rfXV- K«a»l OtCfcoT, ftPffiftlftRk 

^ftfeW^^^- Kfc5WHH©77 ysi«4 
IC A73 Sftfc/^'J-Kfc #-£fc L TV > £ £fllSBS 4x* 

fc, mtimm^ nit * =e y SP 1 4 rttcfit#a*i 

SHSfll© 7 T f 2/ S y &K 4 «fc -o T^ZIE B 
[0 0 18] 

[«W©J»*3 JSU:©«fc-5^ *ft«©«HHb&1ta. 

fed 77f>X y i6«Tf£E«ia*ifcS»S:3S»C£E 

[0019] *|6^©Bt^-fbiSfildu i^fffiOT'ti 
u BjF^fcufe»fejiiWLTSM«©afBSi^m* 



J: -5 »C U fe3 tT% >£ft ©^*T-H=#lC^IHiS 
jJURA«4l«*ffca*i-CV^*©-e, P*3^5: 
»*ifc*«m*«;v^©^ JKf-tSi#^©l?^^F 

[0 0 2 0] *3fe, *5»S©l*WfcSHH*. S«fl!ltcfe 

$r«r^s.tJ { »^b> jw^o^anfe*»©we«w 

$r^f{R0©ii^fSg*»cm7J-t-SJ:-3^bfez:fcT', «A 
tf. g^A©5&feSt>'^l«-©^1-^if#?:4^fI^ 

B©^&^Si^*<«Hi»ffliSStmS:<f^i^ 

[002 1] #«W©i*^fciSI!tt. SMMIlllcfe 

fettle, Sfgffid©Ji«a8*K:A*anfe/^9- Rc 

* 9 - K o T V ^«S^©**«R*RtW!f»a ^fe 

immcDffimtemffl) 

[HI] *%W©B^idfi*feffl^fe*!S!J*©iS5t(B 
©«EBS©EIT'$>.5„ 
[0 2 ] *5SW©B(fWbiSK©^"0 >v ^ 
[EI 3 ] fi65fc©-7 7 * *> $ 'J 36«&ffl v Afe«SX«aHI 
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